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Machine Unlearning
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Share point
NN
D={m,m,mu,m,..) Model might leak sth
. about its training data
m < Train(D) '\/
Delete point
—_—mm—m—
D" = D\{=}
/ 4 Might not be
ok! m’ < Unlearn(m, =) done faithfully
4—

Can we trust the server?

Goal: Prove that the unlearning actually happened
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Server
Plausibility forgery
. o Share point
1 Possible to efficiently construct D’ _
S‘t‘mzm, bUtD#D, % D:{.9.9 9.9-.-}
1 Always possibleif D and D’share m « Train(D)
the underlying distribution Delete point
—>
A D' = D\{s}
D' m’ < Unlearn(m, n)
C———

B If m € D’: abort
m < 'Train(D)
If m £ m': abort




One-Shot Verifiable Unlearning
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Verifiable Computation

Share point

NS

y::f(X) D={mmn,mnm,...}
Proof thaty is the result m < Train(D)

of evaluating f on x Delete point

NN

D’ = D\ {=}
»/ 4 May be forged D’ m. p m', p — ProveUnlearn(m, )
) p b
If =€ D’: abort (

If not VerifyUnlearn(m, m’, =, p): abort

How can we prove unlearning?




A Naive Iteration-based Protocol
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Share point
—>
D={m,m,n,mnm,...}
D.m.t m, T < Prove’lrain(D)
e
If not Verify'Train(m, D, 7) : abort
Delete point
—>
Verify consistency D" = D\{=}
of the dataset /
> D' m', p m', p «— ProveUnlearn(m, =)
e

If D' # DU {=m}: abort
If not VerifyUnlearn(m, m’, =, p): abort




Users U {pub, D, ~ D}ucu Server S (pub)
Initialize

if not Verifylnit(pub, comq, pg):

1-th iteration
# ad®&data points MUItiple
k-th query _ Iterations

# remove data points Share Only

j-th query commitment on
———————————————————————— model and data

Proof of Training

if not VerifyTraining(pub, com;_1,com;, p;)

OR Proof of Unlearning

unlearn: com;, p;

<X

if not VerifyUnlearning(pub, com;_1,com;, p;): (sts.i, m;,com;, p;) < ProveUnlearning(sts ;—1, pub, U,;L)

abort

for (u,di,j) < Uz'_‘_:

Tu,d; '
Ui, Tu,d; ; ProveNonI\/Iembershlp(stg,i, pub,U,dz',j)

if not VerifyNonMembership(pub, u, d; ;,com;,m, 4, .):
abort UT = ()

1

Framework for Verifiable Unlearning




Security Definition

[ GameUnieam .o, o1 1\ Definition (Unlearning)

A protocol s unlearning-sccureif no
efficient adversary exists that can
forge an unlearning response.

Prove completeness and security
Adversary wins if they can of protocols under this definition!

forge an unlearning response
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Take Aways

Verifiable unlearning
- Verify that unlearning algorithm was executed

- Consider lifecycle of the model
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Security definition
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- Instantiate protocol under this definition
- Allows to prove completeness and security

Paper and code

github.com/cleverhans-lab/verifiable-unlearning Thank YOU!


http://github.com/cleverhans-lab/verifiable-unlearning

