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Machine learning and security

Machine learning — security and privacy
- Use learning algorithms to help conventional approaches

- Sometimes possible to entirely learn a task

Security and privacy — machine learning <«—— Focus for today
- Attacks on and defenses for machine learning

- New approaches to secure and private learning




Outline

Adversarial machine learning

- Overview over different attack vectors

- Robust optimization

Security of ML systems
- Overview of attack surface

- Example: Differential Testing of Linear Algebra Systems
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Adversarial machine learning

- Overview over different attack vectors




Our Focus: Supervised Machine Learning

Parameterized f@ : X N Y

function

Space of Space of
Inputs outputs

Examples

Malware — benign/malicious Image — car/human/...




Training

Minimize expected generalization error Minibatch gradient descent
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Data distribution L.oss function
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Adversarial Environments

Standard training
- Optimize for expected loss on the training set

- No guarantees for edge cases

Adversarial machine learning
- (Can this be exploited by an adversary?
- Study worst-case behavior Adversary




Threat model

Make claims with regard
to the threat model
Goals

- Objective of the attack

- Example: evasion attacks, membership inference, data reconstruction

Knowledge

- White-box with tull access, black-box with no access, or grey-box for in between

- Example: access to model parameters or training data

Capabilities
- T'raining-time attacks vs. deployment-time attacks

- Example: allowed modification to data samples or model weights B
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Adversarial Examples

Evasion Attacks

@ picture-alliance/dpa/P. Zinken

[=
2
€
(¥
&
n
Q.
3
U
c
8
[
¢
a
@

Elephant

1011S

Perturbat

Panda

t to force model into an arbitrary output

: Manipulate inpu
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How does this work?

Adversarial loss

ladv(fH(X T 5)9 Y ytarget) - = l(fH(X T 5)9 y) i l(fH(X T 5)’ ytarget)

D — —— D ——— e ———

Increase distance to true class Decrease distance to target class

Perturbation set A Adversarial examples

e.g., [ -ball .
maximize ,;, (fo(X + 6), ¥, Viarer)
A:={6:1|5]]_<e} 8




lnStantiati()nS <*¢ Goodfellow et al. “Explaining and Harnessing Adversarial Examples”, ICLR15

Fast Gradient Sign Method (FGSM)

0:=¢€- Sign( Véladv(fe(x T 5)9 Y ytarget))

Direction only —T T— Derive to delta

Projected gradient descent (PGD)
Repeat:

5 — ?(5 + Q- Slgn(vgladv(fg(x T 5)9 ya ymrget)))

Projection into X



Outline

Adversarial machine learning

- Overview over different attack vectors

- Robust optimization
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Min-max optimization

1

minimize
0

Minibatch gradient descent

Repeat:

Select randombatch B C D

0EA

0:=0— a— YV, maximize i(fyx +5),y)

| D

<“¢ Madry et al. “Towards Deep Learning Models Resistant to Adversarial Attacks”, ICLR'18

maximize [(fy(x+35),y)

0EA
(x,y)ED

How can we compute V ,?

- Danskin’s theorem

- Gradient at the inner maximization
problem s the gradient evaluated
at the maximum




Min-m aX ()ptimi Zati()n <“¢ Madry et al. “Towards Deep Learning Models Resistant to Adversarial Attacks”, ICLR'18

Minibatch gradient descent Adversarial Training

- Adversarial examples give lower bound for 6*

Repeat:
v - Current state-of-the-art but no guarantees

SelectrandombatchB C D .
Certified robustness

For (Xx,y) € B:

- Exact solution through
0" = ar%renAax l(mg(X +0), y) combinatorial problem solving
i - Upper bound through relaxation’s
o I %),
Vi=0-a B Z Vi (Vo +07).9 - Solar: notscalable
(x,y)EB
In practice:

Training both on normal points and adversarial examples
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Adversarial machine learning
- Overview over different attack vectors

- Robust optimization

Security of ML systems

- Overview of attack surface
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ML Systems

Might differ

ML Component
ML
Output

---------------

Common threat models do
not express well the goals,
capabilities and knowledge of
real-world adversaries

Is this all?
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-------------- . Unknown
System input . information flow

.........................
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Attackers goal I



ML Systems

( A Common threat models do

not express well the goals,
ML Component capabilities and knowledge of
real-world adversaries

Need to also consider
the system vertically

Non-ML Functionality
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Adversarial machine learning
- Overview over different attack vectors

- Robust optimization

Security of ML systems
- Overview of attack surface

- Example: Differential Testing of Linear Algebra Systems
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Attacking ML vertically

Model

ML Framework

Math Library

Hardware

Torch

BLAS

CPU/GPU

<«4 Moller ctal. “Differential Testing of Linear Algebra Systems”, WiP

Platform A
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Torch

CPU/GPU

CPU/GPU




Attacking ML vertically

Decision boundaries vary
- Even with identical model parameters

- Tiny pockets exist where classification differ

-




Detour: Floating Points

Sign Exponent (8 bits) Mantissa (23 bits)

+(1+0)*20126-127) _ g 5

+ (1 + 0.00000011920928955078125) * 2'12° - 127) ; 0,50000006

I




Detour: Floating Points

=~ 0.49999994
=~ 0.49999997
~ 0.50000006
~ 0.5000001

0.5

Gaps create rounding errors




Problem statement

Floating point arithmetics used in neural networks
- Each layer = series of matrix multiplication

- Matrix multiplication = series of floating point operations

Basic Linear Algebra Subprograms (BLAS)
- Implement (efficient) matrix multiplication

- Different implementations can be used

Output can differ between BLAS libraries!

DAY




Boundary Samples

Move input sample x between decision boundaries

Find § s.t. s 4

\d

Formulate as optimization problem

minimize I
0EA
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Boundary Samples
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Chimera Samples

Generalize optimization for multiple backends
- Each backend targets a different class

- One sample — multiple classifications

“Default” — 3
Openblas — 2

IntelMKL — O

Flexiblas — 1



Take Aways & Future Work
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Adversarial machine learning Bird Slane
- Need to consider the deployment of a model

- Increased attack surface

Countermeasures beyond the model
- Defenses are hard in the general setting

- Use domain expertise to improve model robustness

- Safeguard the model T h ank y()u!



