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Papers and Reviews

Peer Review
- Independent evaluation of scientific papers

- Main instrument for quality control

Initial Step: Paper-Reviewer Assignment
- Assignment of qualified reviewers to each paper

- Good match of topic (paper) and expertise (reviewer)




Assignment Process

E— 10.000 submissions.
Reading each paper’s
title (-3s) takes 8 hours!
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Manual bidding increasingly impossible




Automatic Assignment Systems

Maximize
Similarity

A

Assignment
System a

\
/ \_ _

5

Use ML to distill submissions and reviewer expertise
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ABSTRACT 1 INTRODUCTION

Individual devices, computers,or enice networks in high-security
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this paper, we show that this automation can be manipulated
using adversarial learing. We propose an attack thal adapis a
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1 Introduction

Peer review is a major pillr of academic rescarch and the
scientific publication proccss. Despite its well-known wek-
nesses, it is stll an essenial instrument for ensuring high-
quality standards through the independent evaluation of sci-
entific findings [6, 27, 31]. For tis evaluatio
is assigned to a geoup of reviewers, taking into account their
expertisc, preferences, and potential biascs, For conferences,
his assignment is traditionally carried out by a program chair,
whil for journals, the task is performed by an editor. Thi
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LogPicker: Strengthening Certificate
Transparency Against Covert Adversaries

Abstract: HTTPS is a conerstone of privacy in the
modern Web. The public key infrastructure underly
ing HTTPS, however, is a frequent. target of attacks.
In several cases, forged certificates have been issued by
compromised Certificate Authoritics (CA) and used to
spy on users at large scale. While the concept of Certifi-
cate Transparency (CT) provides a means for detecting
such forgeries, it builds on . distributed system of CT
logs whose correctness is still insufficiently protected.
By compromising a certificate authority and the corre-
sponding log, a covert adversary can still issue rogue
certificates unnoticed.

strengthening the public key infrastructure of HTTPS.
LogPicker enables a pool of CT logs to collaborate,
where a randomly selected log includes the certificate
arhile the rest witness and testify the certificate issuance

We introduce LogPicker, a novel protocal for
P

process. As a result, CT logs become capable of auditing
the log in charge independently without the need for o
trusted third party. This auditing forces an attacker to

control each participating witness, which significantly
raises the bar for issuing rogue certificates. LogPicker is
efficient and designed to be deployed incrementally, al-
lowing a smooth transition towazds a more securo Web.
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Over the last decades the populasity of web-based ap-
plications like online shopping, banking or instant mes-
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saging has greatly increased. So has the deployment of
HTTPS, which has become the cornerstone of privacy
on the Web. In January 2020, 95% of page loads in
Google Chrome we PS [28]. Conse-
quently the number of attacks on the Web's Public Key
Infrastructure (Web PKI), which is in charge of issu-
ing certificates used by HTTPS, is increasing. The trust
anchors of the PKI are Certificate Authorities (CA)

d over HT

that issue X.509 certificates (17] used on the Web. Th

/Browser Forum [3, 21, 22] agreed upon guidelines
for issuance and management of X.500 certificates.
Howcever, trusting CAs has not always turned out

I cases of illcit cortificate creations have

I
been reported [33, Sec. 3.3]. The creation of such rogue
certificates usually goes unseen and can be used for iden.
tity theft. Hence it follows, not all CAs can be rusted
t0 check the ownership of a domain before issuing a cer-
tificate, which is a violation of the guidelines. Although
the first documented certificate mississuance happened
in 2001 [10], the case of DigiNotar in 2014 was the
first to raise public awareness. This security breach re-
sulted in the issuing of more than 500 rogue certificates
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CCS CONCEPTS
- Security and privacy — Malware and its mitigation.
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Malicious software, dynamic analysis, clustering

300,000 Tranian citizens (23, 56] ltions wer
documented up to this year 39, 40, 46, 49)

The eryptographic properties of the Web PKI pro-
vide a high level of security and are assumed o not

be forgeable. Soghoian and Stamm [65] introduce an
attacker who bypasses the eryptographic mechanisms
by compelling CAs and service providers to assist in

i act of surveillance. This implics a strong attacker
like a government, that is in control of a subset of the

DNS structure and uses rogue certificates for Man-in.
the-Middle (MitM) attacks in order Lo intercept user
communication. The authors refer to this surveillance
attempts as government compelled certificate creation.
Some cases indeed demonstrate that states are will-
ing to abuse the Web PKI for surveillance purposes.
In 2016 and 2019 the government of Kazakhstan asked
Mozilla to include their national security certificate,
which was intended (o intercept citizen’s data [35, 18,
57]. After the request had been declined, the government
officially instructed all Kazakh citizens to manually in-
stall this certificate. Both attempts of surveillance did

formation, such s B headers (40,4 ]
chusterings [12, 15], and threatitelligence [10, 0], Although these
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techniques of explainable machine learning, which enable us to
automaticaly lnk tags 1o behavioral patterns observed during
dynamic analysis. To this end, we devise a convolutional neural

network, our method determines why a tag has been predited and
uncoversis relation to specific system cals. As a result, TAGVET
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Problem-space

Problem-space transformations to add/remove words from input file
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Format-/ and encoding-level Chain several transformations
Hidden Box
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Hybrid Search Strategy
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Take Aways

New attack against automatic reviewer-paper assignment

- Hybrid attack strategy in feature space and problem space

- Minimal and unobtrusive transformations of papers

Broader perspective

- Decisions based on learning models inherently insecure

- More to explore off the beaten path of adversarial learning

More at github.com/rub-syssec/adversarial-papers
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