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LARGE-SCALE

ADVERSARY

Cyber Security in the Age of Large-Scale Adversaries

0
0 00 111 1

0
00 111 1 0 1 1 0 0 0 1 1 1 0 1 0 0 1 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 1 0 1 1 0 0 0 1 1 1 0 1 0 0 1 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0



Beyond academia

Interdisciplinary communities

Communicating Research



Beyond academia
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UP TO NO GOOD

Raw Audio Wave TranscriptionVoice Assistant

Project about the security of voice assistants



Different abstraction levels

Visualization vs. technical details

Reduced complexity
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Eisenhofer et al.: “Dompteur: Taming Audio Adversarial Examples”, USENIX Security 2021
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https://news.rub.de/sites/default/files/rubin_2019_2_web.pdf
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Beyond academia

https://www.sueddeutsche.de/projekte/artikel/digital/smartspeaker-alexa-und-co-lauschen-versehentlich-e793169
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https://casa.rub.de/outreach/wissenschaftscomics



Different abstraction levels

Visualizations vs. technical details

Reduced complexity

Caveat: Overselling

Work together and communicate simplifying assumptions

 Decline requests when you’re not comfortable

Beyond academia
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Interdisciplinary communities

Thorsten Eisenhofer, Doreen Riepel, Varun Chandrasekaran, Esha Ghosh, Olga Ohrimenko, and Nicolas Papernot 

“Verifiable and Provably Secure Machine Unlearning”, In Submission

Cryptography for trustworthy 
machine learning

Researchers from different fields

Provably secure implementation of 
the right to be forgotten



AUDIENCE: 
CRYPTOGRAPHERS

AUDIENCE: 
RESEARCHERS IN SECURITY / ML

Interdisciplinary communities



Develop a common language across communities

Work on interesting problems on the  edge of communities

Opportunity to work with and learn from experts of different fields

Caveat: Underselling

Solution might be trivial within each community

Interdisciplinary communities


