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Voice Assistant
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I SOLEMNLY 
SWEAR THAT I AM 
UP TO NO GOOD

Raw Audio Wave TranscriptionVoice Assistant
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In Submission @ 
COMPUTER SPEECH AND LANGUAGE
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What happens if we add an active 
attacker to this scenario?

I SOLEMNLY 
SWEAR THAT I AM 
UP TO NO GOOD

Raw Audio Wave TranscriptionVoice Assistant
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SEND SECRET 
FINANCIAL 

REPORT 

Raw Audio Wave TranscriptionVoice Assistant

Lea Schönherr, Katharina Kohls, Steffen Zeiler, Thorsten Holz, Dorothea Kolossa, “Adversarial attacks against automatic 
speech recognition systems via psychoacoustic hiding,” Network and Distributed System Security Symposium (NDSS), 2019
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DEACTIVATE SECURITY CAMERA AND UNLOCK 
FRONT DOOR 

SPECIFICALLY THE UNION SAID IT WAS 
PROPOSING TO PURCHASE ALL OF THE ASSETS OF 
THE OF THE UNITED AIRLINES INCLUDING 
PLANES GATES FACILITIES AND LANDING RIGHTS

ORIGINAL ADVERSARIAL
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TRANSMISSION 

Lea Schönherr, Thorsten Eisenhofer, Steffen Zeiler, Thorsten Holz, Dorothea Kolossa, “Imperio: Robust Over-the-Air 
Adversarial Examples for Automatic Speech Recognition Systems,” Annual Computer Security Applications 
Conference (ACSAC), 2020
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Room Impulse Response (RIR)

xh(n) =
M−1

∑
m=0

x(n − m) ⋅ h(m) ∀ n = 0,…, N − 1

ROOM IMPULSE RESPONSE (RIR)

: Length of the RIR
: Length of the signal

(7)

M
N
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UNLOCK FRONT DOORAdversarial



Countermeasures
Audio Adversarial Examples

Thorsten Eisenhofer, Lea Schönherr, Joel Frank,  Dorothea Kolossa, Thorsten Holz, 
“Dompteur: Taming Audio Adversarial Examples”, USENIX Security Symposium, 2021.
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⊙ =

Band-Pass Filter
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Strong adaptive, white-box attacker

Successful at computing adversarial 
examples against DOMPTEUR 

But attack forced into audible 
ranges and clearly perceivable 

Adversarial Robustness
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HUNDRED FIFTY ONE 
MILLION DOLLARS WERE 
SUBMITTED

Unmodified Signal

SEND SECRET FINANCIAL 
REPORT

SEND SECRET FINANCIAL 
REPORT

DOMPTEUR

PREVIOUS ATTACK

Φ = 12
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And more cool 
projects to come ! 

Robustness
Unacceptable 
Computer Speech and Language (in submission)

Adversarial Examples
Adversarial Attack 
NDSS’19

Imperio 
ACSAC’20

Data Poisoning
VenoMave 
USENIX’22 (planned submission)

Countermeasures
Uncertainty 
INTERSPEECH’20

Dompteur 
USENIX’21

Deep Fakes

WaveFake 
NeurIPS’21 (in submission)

DeepFake 
ICML’20

LARGE-SCALE

ADVERSARY
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LARGE-SCALE

ADVERSARY

Speech recognition not robust 

Psychoacoustics effective to force 
attacker into audible ranges

Attacks possible both during runtime and 
training time

Thank you!


